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& CBEPBAHK

v Hawa rnaBHas 3aa4a — COXPaHHOCTb BalUUX AEHer U
JINYHBIX AAHHbIX

v" Mbl NOCTOAHHO BI0KMPYEM HOBbIE YrPO3bl U UCMOJIb3YEM
CamMble COBPEMEHHbIe CpeaCcTBa 3aLLUUTDI

v' Ho camasn HagéxHana 3almTa — 3TO Balla
0CBelOM/IEHHOCTb, 64UTENIbHOCTb U OCTOPOXKHOCTD!

PekomeHpauumn
no 6esonacHocTH

Bawa 6e3onacHocTb

3almTiTe ce6s u CBOV AeHLIN

Bcé o kubepbesonacHocTH



& CBEPBAHK

Mbl Bceraa Ha cBA3U

CTONKHYAUCb € MOWweHHnKamun? CpoyHO 3BOHUTE:

B mo6bunbHOM NpuUnoXKeHum
HaxkmuTe MKOHKY TenedoHa B 1€BOM BEPXHEM YTy

Ha Homep 900
C mobunbHoro TenedpoHa, 3B0HKM No Poccum 6ecnnaTHble

Ha Homep +7 495 500-55-50
ANA 3BOHKOB M3 N1t0H60M TOYKM MUpa, No Tapudam onepaTopa

Cnocobbil
obpaTtHoOi1 cBA3K

Bawa 6e3onacHocTb

3almTiTe ce6s u CBOV AeHLIN

Bcé o kubepbesonacHocTH



CoobuieHune o
MoOLLUeHHu4YecTBe

Bcé o kubepbesonacHocTH

& CBEPBAHK

NasauTte 60poTbeAa
C MOLLEHHMKaMM BMmecTe

Bbl CTO/IKHY/IUCb C YeM-TO NOA03PUTENbHBIM —
Hanpumep, 0OHAPYKUAN NOAAENbHbIA CANT UK
aKKayHT B couceTax ¢ norotunom CbepbaHKa?

Nnu ctanu cemaeTtenem AeicTBMN MOLLEHHUKOB —
HanpuMmep, OHW NOJ, BUAOM COTPYAHUKOB NO3BOHUM
BaLLMM POACTBEHHMKAM?

Hanuwute Ham, mbl npumem mepbl.

https://www.sberbank.ru/ru/person/dist services/warning/form



https://www.sberbank.ru/ru/person/dist_services/warning/form

MoOLWeHHUKU u
KOpOHaBupyc

Bcé o kubepbesonacHocTH

& CBEPBAHK

OCTOPOXHO: MOLUEHHUKU UCNONbL3YIOT
TemMmy KOpOHaBUpyca Kak NPUMaAHKY

* Ecau BUAUTE B NOYTE MUCbMO CO C/IOBOM KKOPOHABUPYC» B
Teme, byabTe OCTOPOXKHbI U HE NepexoauTe No CCblIKam —
TaM MOMKET OKa3aTbCs CanT-/I0BYLLKA.

=" BHMMaTENbHO NPOBEPANTE CCbIIKM B MUCbME, 0OCOHBEHHO
KOpoTKKe. He ocTaBnAnTe CBOU AaHHbIE Ha
NoAO03pPUTE/NbHbIX CalTax.

= [loBepAiTe ToNbKO odULMaNbHbIM akKayHTam CbepbaHKa B
couceTax U He coobuante HUKomy naposam ns CMC u
HOMEpPa KapTbl — MOLUIEHHWUKM YaCTO NULLYT OT UMEHMU
CbepbaHkKa.




Mpasuna nnyHou
KubepbesonacHocTn

Bcé o kKnbepbesonacHocTun

& CBEPBAHK

MpaBuna amyHou KMbepbesonacHocTu

3TM NpPoCTble NpaBuIa A0KEH 3HATb KaXKAbl, KTO He Xo4YeT
6bITb 0OMAHYTbIM U NULLINTLCA AEHer

Y3HanTe 0 pacnpoCTPaHEHHbIX MPUEMAX 3/1I0YMbILLIEHHUKOB U
He aanTe um ceba obmaHyTb




& CBEPBAHK

lnaBHble npaBu/ia INYHOMU
KnbepbesonacHoctu

5 =
IT °
He coobuyaitTe HUKOMY He nepexoauTe no Mcnone3yiiTe ToNbKO
csou naponwm, NNH- n CVW-koabl NOAOC3PUTENbHBIM CChIIKaM: 0dNUNBNbHLIE NPUNOXKEHWA
1 Koabl n3 CMC. [laxe coTpyAHKam MOLLUEHHWKN MOTYT 38pa3nTb Ball 6aHka B App Store, Google Play v
BaHka XKOMNbOTEP MK TenedoH BUpycoM u Microsoft Store

YKPacTb Ballw laHHbie

NpaBuna AnYHOMU
KubepbesonacHocTH . 000 =
@ C00 -

(o]e] :
o =4
Mcnonb3ynTe aHTUBUPYChI. Coo6uwmTe 6aHKy 0 CMeHe HoMepa  poBepsiiTe pexBU3UTLI Nepeso/on
Npunoxerve CéepbaHk OHNAAH Ha MOGUNBHOrO: ECTh PUCK, YTO B3N v Nnarexel, koTopble NPUXOAAT B
Android umeer 6ecnnartHuiR A3HHbBIE NTON3AYT HOBOMY BNagensily CMC o1 BaHka
aHTUBUPYC

Bcé o kubepbesonacHocTH



& CBEPBAHK
OdunumanbHblie Homepa CbepbaHKa

C6epbaHk oTnpasnsetr CMC Tonbko
¢ Homepos 900 1 9000

C Homepa 9000 6aHk NpoBoANT CMC-0Mpoc o Ka4ecTse
06CAYXNBAHIA 1 NPOBOAWUT aKTYaNU3aLMio aHHbIX.

CoobuieHNe MOXET CoepXaThb CCbiNKy Ha noptan LeHTpa
HeABXMMOocTH CBepBaHka Domclick.ru nnu onpoc C6epbaHka.

Mpasuna nnyHou
KnbepbesonacHoctn

I'Ipu ncnonb3oBaHMM 6aHKOMaToB

e [puKpbIBaiiTe KNAaBUATYPy PYKOIA, KOTA3 BEBOAUTE
NWH-ko4

e He NpUHMMaiiTe NOMOLLb OT HE3HAKOMUEB,
HaxoAACk ¥ 6aHKOMaTa, K He cosepluaiiTe onepauuu
NOA AVIKTOBKY

e OcMoOTpUTe 6aHKOMAT Nepea UCnNoNbL30BaHUEM
W yBeauTech, YTO Ha HEM HeT NOAO3PUTENLHBIX YCTPORCTE

Bcé o kubepbesonacHocTH



VHTepHeT-6aHkK

NpaBuna AnYHOMU
a8

KubepbesonacHocTtu
BaHkomMaTbl

[\

TenedoHHbIe MOLLIEHHVIKM

Bcé o kubepbesonacHocTH

Monb3syurecb ycnyramm 6aHKka 6e3onacHo

YTO HY)KHO 3HATb NPU UCNONb30BAHNUM GUHAHCOBbIX CEPBMCOB

baHkoBckas kapTa

Mce BAOGpOKe pbl 1 Ncesaognnepsl

& CBEPBAHK

CepBuc CMC-6aHk

CMC- n email-molweHHW4YecTBO



NpaBuna nonb3oBaHUA
WHTEpPHeT-6aHKOM

Bcé o kubepbesonacHocTH

& CBEPBAHK

Kak 6e3onacHO nonb3oBaTbCA
UHTEepHeT-6aHKOM

NHTepHeT-6aHK CoepbaHK OHNanMH — yaobHbIN 1 HesonacHbIn cnocob cosepLuaTthb
6aHKOBCKMeE onepaunn Ha KomnbtoTepe, 6e3 Bu3nTa B 6aHK. YTobbl 3aWmTUTL cebs
OT MOLUEHHWKOB, AOCTATOMHO cObAtOAaTb NPOCTbIE NPAaBMAA:

(©)] Hukomy He cooBwaiTe naponu anA Exoga B

E@;I C6epbBaHk OHNaiH

Naxe ceoum BNMakMm 1 COTpyOHMKaM DaHka.

COEQUHEHHE

Hukorga He BEOQUTE Naponu ANA OTMeHEI
onepayumn

OB 3ToM MOryT NONPOCKMTE TOMNBKO MOLIEHHMEW. Ecnik
Bbl € 3TUM CTOMNKHYNKUCE, NOKMHLTE CAHT W CPOYHO
obpaTtuTece B DaHK

® CrapaiTeck He nonbzoBaTecA BeG-Bepcuen
CHepGandk OHNanH ¢ mobuneHoro TenedoHa
@ HamHore yooGHes wcnone30eats MobunsHoe
NpUNoKEHUE

® Y6eauTeck, 4To agpecHan CTPOKA HAYMHARTCA ©
E@E npedukca https://
3T0 03HAYAET, YTO YCTAHOEMNEHO 3ALUMLLIEHHDE
©@
29



NpaBuna nonb3oBaHUA
WHTEpPHeT-6aHKOM

Bcé o kubepbesonacHocTH

& CBEPBAHK

Kak 6e3onacHO nonb3oBaTbCA
UHTEepHeT-6aHKOM

NHTepHeT-6aHK CoepbaHK OHNanMH — yaobHbIN 1 HesonacHbIn cnocob cosepLuaTthb
6aHKOBCKMeE onepaunn Ha KomnbtoTepe, 6e3 Bu3nTa B 6aHK. YTobbl 3aWmTUTL cebs
OT MOLUEHHWKOB, AOCTATOMHO cObAtOAaTb NPOCTbIE NPAaBMAA:

® HUcnoneayiTe TONEKO ohUUManeEHBIA CanT
= CHepbanHk OHNaiH
v—’) CoxpaHuTe 3TOT agpec B 3aKknankax
Opaysepa (NoCMOTPeTL NPUMEPE! CaATOB-NOAOENCK
MOMHO HU#E)

MpoeepAnTe peKEM3UTEI onepaun B CMC ¢
OQHOpa30BbLIM Naponem oT Homepa 900

Ecnu pekBU3UTEI HE COBNaAAaT, TO TAKOW Naponk
BBOAWTH HEMbL3A

Wecnoneayite aHTUBUpYC

PerynapHo aenaiTe NoNHYH NPOBEPKY KOMNLIOTEPA
NporpaMMoR-aHTHEMPYCOM. Yo TaHoBuTE
aBToMaTW4eckoe 0DHOBMEHWE AHTMBMPYCHLIX 033 1
OnepauUWoHHOR CUCTEMEI

Ona exopa B COepBank OHNalH HYXeH TONbLKO
NErvH, NUYHBIA Napons WNK ogHopazoBeId U3 CMC
Ecnu Ha caiTe 3anpawueatoT nobyo gpyryo
NepcoHanbHYK MHAQOPMALMID, HANPUMED, HOMEP
GaHKOBCKOM KapTel MNK mobuneHoro TenedioHa,
NOKMHETE C3AT W CpOYHo obpartuTecs B DaHK



Mpasuna nonb3oBaHUA
WHTepHeT-6aHKoOM

Bcé o kubepbesonacHocTH

& CBEPBAHK

KaK pacno3sHatb caut-«noaaenky»?

Moa pasnuuHLIMK Npegnoramu
3aNPALLMBAETCA HOMEP
moBuneHOM TenadoHa

Onepauna MOXeT NPOBOAUTLCA

B HESALMNWEHHOM PEXMME (MKOHIN Alpec MoXeT He coenagarte

Gpaysepa, yxasnBaiolme Ha paSoty ¢ ohrumansibimn agpecamn «COepGarix
B 3AWMLLEHHOM PEXUME, HE BKTUBHbI) Ownaitv» (online.sberbank.ru)

MoryT orcyrcreosars unu Geire
HEaKTHBHLIMM CChUTKU Ha HeKOTOpLIe
pasaens caliita, HanpuMep nNo Mepam
Gopubil C MOLLEHHUYECTBOM

PeKBAIMTEI, HOMEPA KOHTAKTHbIX
TenedOHOB MOTYT He COBNaaaTs
© othuyransHLIMK
+7 (495) 500 55 50

8 (800) 555 55 50

Moa pasnuuHbIMK NPeANoramMm
sanpawwsaerca CMC-xog no onepaumm




& CBEPBAHK

Mpumepbl PULLNHIOBbLIX CAUTOB

Obparwre ;nmme 1 M;NW uw:uniam M k;: xoaa

NpaBuna nonb3oBaHUA - )
- Ommmmts
UHTEpHEeT-6aHKOM . — /

pbaHk OHNI@iH»
Mepsi 5&30NacHOCTI! NDM MCNONS308aMIN CHCTenb! "ChepGark On@E@in"
O pUCKAX NPI ANCTAHUNOMHOM BAHKOBCKOM 0B C MY NGBENHIN
B cncreme «CoapSank OWNEin» Bot MowaTe CEOMMN , " ApyTMK . A Tanowe "
NepeRoabl YEpes MNTepwer [ANR A0CTYNS B cucTemy Bam 0 y nonk: WM Naponk. Bl MOMETE 3T0 CAENATH 2
cnocoBamit
& COMOIL0 BIHKOSCKON KAPTH YEpel y Ci Pocoum (Coucor yCIpofRcre),
.c Mofi 0 OaHKas, SMS-C #a HOMep 900 (Wnkt Ha HoMEDa +7 926 2000 900, +7 916 572 3900) ¢ TexcTom: Parol Koo
(tAe xoox - nocnegsne 5 uNdP Komepa Bawed xapTw). B peayneTare Bam npuaeT napons 8 SMS-C fanee n
KowTaxtoro uenTpa COeplana Poccun «7 (485) 500 5550, 8 800 555 5550 m Y nonk: L3
AnA 1oro wrofe! 3aiTH & cncTemy «COepOank ORN@ANs 8 (L2 Y W gorosop
nudo o B Ci Poccum
B uensax Henone Yy «C OnN@itks 1103 MowET Ona roto
NT0GbI NONYWMTE OAHOPEI0EWA NAPONL:
- yeKc vepea & 7 Clepl Poccsmn ¢ ¥aprel. OmH vex conepwnt 20 OaHOPEIoeLIX
naponei,
® NP EXORE § CACTEMY HANMMUTE HE KHONKY «SMS- W Bel Y SMS-c c ecni Bl nogwr K yenyte
MoOinsHslit Gank.
Ecnin Bt 3a0im wnin nonk: N Naponi, 1o Bel MOwETE NoNy HoBwe ofpazom NAPONK 1

Bcé o kubepbesonacHocTH



& CBEPBAHK

Mpumepbl PULLNHIOBbLIX CAUTOB

OrcyTeTayeT aHauoK
SAUMINEHHOTO COBRMHEHIR

'Anpec caiTa He COOTBETCTBYET
odmmanbuuu
“esk.sbrf.ru n—
5 ‘online.sberbank.ru: 2B X B
* Rnexc - 4. : Juoine = Y - B3~ @ o Lo - gﬁ oo K Mooxws i+ L35 30.05 - 6 41.69 -
HpOCTO 6bICTPO, 6€3011aCHO!
WHTEpPHeT-6aHKOM
:'f~ .'/-
HOBOCTM | BXOA Ha nn4Hylo CTpaHMuy o KAK BOWTH B
P BHAAUMM NO MHEBOPMALNONHOR Beaonacko! CHopBanx OnN@aH
07 HoxGpn 2011
BHUMAHUIO KNUEHTOB
OANBHEBOCTOYHOrO
BAHKA!
B cBR3I C NpoEeasHIen
nnaxoseix pabior ¢ 1500 08 WaeHTudNKaTOp NONb3osaTena:
noAbpa go 0200 09 Hombps
(8pema Mockoackoe), ne Gyner ‘
AOCTYNHO FALEMIE KPEANTOR
no ecemy TB. 'naponb
i
25 cenmabps 2011
BHUMAHUE KNUEHTOB
CEBEPO-KABKA3CKOro
BAHKA
Hawiman ¢ 25 centabpa 2011 PANEE
£ (8 weckoneko 3ranos) Gyaet
npoIIBeneH nepeson
KMHMEHTOB Ha 0GHOBNEHHYO
82pCING Cuc Terabl COepOank -

Bcé o kubepbesonacHocTH



& CBEPBAHK

Mpumepbl PULLNHIOBbLIX CAUTOB

ke

R R R A Y - R esk.sbrf.ru Mooss o +1 {35 [Us0 3085 - (e 4169 +

—' w9 - Crpweus+ Bexmsoncre e Ceponce B

+7 (495) 500 5550
8 (800) 555 5550

C6epbaHKk OHJI@HH —

IIPOCTO, 6BICTPO, 6€30I1aCHO!

Banpoc Homepa MOBUNLHOTO Tened)oHa Co CChinKoi Ha owwubky AocTaeku SMS n '
HEOBX0AMMOCTLIO NOAKNIOYUTL yenyry MoBunbHbIi 6aHk — Bark He anpawmnsaer
mmmummmmmwmt

NpaBuna nonb3oBaHUA :
WHTEpPHeT-6aHKOM HOBOCTM

T O T
07 wonbpn 2011
BHUMAHUWIO KNMEHTOB AOna Toro, ureBi soiTy 8 COepBaxk OxN@itH, noaknougd yenyry aMobinoHsii Bas
BANBHEBOCTOYHOIO
BAHKA!!
B cenau ¢ nposenemien

nnasossix pabor ¢ 1500 08
rosbpa no 02 00 09 vosbpa
(epenmn Mocxoackoe), we 6yner

Jocraoxs SMS He swmonesa Kagra, N0 X0ToRoH Gl OCYuec ToNm OX0 B CHCTEMY, He
NORKMOUEE K yonyre eMotirmsnnst 63 Yoy npeaocasnnetcs Secnname

Baegure Homep Tenedona:

[+7

o8

06 - MOMED
EB0UTCA 003 KOAS CTPIkE!

aepcnno cucrems Coepbask

R B uasad sansus v

Bcé o kubepbesonacHocTH
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Mpumepbl PULLNHIOBbLIX CAUTOB

>|B| 4| X & ing s
% v B ~ % m v Crpowua~ Besonacwocrs v Cepomc v

IIPOCTO, 6BICTPO, 6€3011aCHO!

') L\|] C6epb6aHK OHJI@HH —
\

HOBOCTU ' Bxoa Ha nuyHyto cTpaHuuy

NpaBuna nonb3osBaHuA il AT
wmmwmo 1. Ana exona 8 Chepbank OnTI@its CHCTEMS HUKOINA HE JANPAUNEALT HOMED KPANTHON KApTH
LU HUK L1 L Li " W apymyo
WHTEepHeT-6aHKOM S cmonamas — s czomon -
Aexabpa go 02:00 07 COepBank MOMET JANPILNESTS NEDONK QNA OTMENE ONepaui & CO2pSank ONN@ItH & C8RIM ¢

RexabpA (epema
Mocxoscxoe), He Oyaer
[ROCTYNMO raLIEHIte KDONTOR
no scemy T6.

NPOBEREHITEM TEDINIECKIX PABOT Ha CTOPONE UNEPaTOPa LERMN.
3 [AnA 1000 1006 OTMEHUTS OWHBOYHY0 ONepaLMK ESETUTe SHS-NAPONL 8 NONE W HAXMUTE KNONKY
EHIT . BN TRRCT UIEHWA CONEPWHT HEREDHBIE PEKRNINTL NEDEBOAE
HEE O MEPAX BeIONAcHOCTH NDH paboTe 8 Coe| I UHTGNTE JNE0e.

08 wonGps 2011
BHUMAHME KITMEHTOB
CEBEPO-KABKA3CKOrO
BAHKA

Haunnan ¢ 08 woabps 20111

(8 HECKONKKO 3TAN0E) Syaer

NPONIBRAEH NEPEEOD

KNHENTOR HA OBHORNEHHYO Jaepanes
£eponI0 cucTemsl ChepBanx

WaenTndukaTop nonb3osaTens

Bcé o kubepbesonacHocTH



& CBEPBAHK

KaK MOLWEeHHUKU KpaayT AeHbrU C
nomouibio dpuinHra. Cxema 1

@ %ﬁ
@OO-@°@®
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npaBMna Nno/1b30BaHUA Knaccmnyeckas cxemMa MolleHHK4YecTBa

WHTEpPHeT-6aHKOM

Bcé o kubepbesonacHocTH

DUWWMHIOBEIA cCalT

3N0OYMBILLNEHHWE HA Pa3NKM4YHbIX pecypcax

OT COUMANEHEIX CETEA W 3NEKTPOHHON NONTLI

[0 00BIYHBIX HOBOCTHBIX CaMTOR — 3acTaenaeT Bac
HaaTb Ha CCbINKy, BEAYLYH Ha (PMLLWHIOBLIA caiT.

Bbl nepexoguTe Ha NOAAENEHLIA CAMT, KOTOPLIA KONWPYET
O13aifH U coaep:aHue U3BecTHOro canTa.

OpHopasoBeii SMS-napones

3royMEILLNEHHUKY HY3KHO Y3HaTL ¥ Bac ogHopasoBeii
SMS-naponke 4nA npoBegerwa onepauun, Kak npaemno,
MOLLEHHKMK 3B0HMT Bam Ha Tenediox v NnpeacTaenAsTca
COTPYAHMKOM BaHKa W npocbDamu UNK yrposamu
3aCTaBNAET NPOAWKTOBaTL emy Balw ogHopasosbli
napons.

Me pCOHanbHbIe OaHHBIE

Ha noggensHom caiite Bac MoryT nonpocuTs BBECTH
naeHTHdMKaTOPEl M Naponu, MoBuneHEIR TenedoH

1 Apyrve NepcoHanbHble AaHHble, Heobxoaumble
MOLLEeHHKMKaM AnA obmana. [Ana 3aMThl 0T MOLEHHWKOB
B «CHepbank OHnaiH» npegycMaoTpeHo NoATEEDHOEHE
(WMHAHCOBLIX onepayni 0OHOPa30BLIM N3ponem,
KOTOPEIA OTNPaBNAETCA BMECTE C PEKBM3UTAMW CaMOii
onepayuy. HeoGxogumocTe NOATEEPKAEHWA onepaLum
0AHOpa3oBbIv Naponem oTobpaxaeTca B «Chepbank
OHNaiAH» NpY COBEPLUEHWM ONepaLMK.

He pasrnawaiite HUKOMY OAHOPA3OBEIA Naponb

Mo3ToMy 0QHOPA30BLIA NAPONb 3TO OMEHb KPUTHUYHLIR
3MeMaHT Ge30NacHOCTH — Er0 HEMb3A HUKOMY
pasrnallaTts M HM B KOEM CMy4Yae Henb3A BEOOWTL, ECTH
nonyyexHsle 8 SMS-coobLeH peKBU3NTLI OTHOCATCA
K onepauum, KoTopyto Bel He coBepLliani.



& CBEPBAHK

KaK MOLWEeHHUKU KpaayT AeHbrU C
nomouwbto puwmnHra. Cxema 2

@
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Mpasuna nonb3oBaHUA @
WHTepHeT-6aHKoOM

ANA MOBWNLHBIX YCTPOACTB

Bcé o kubepbesonacHocTH

Bupyc

BupycHoe nporpaMmHoe obecnedeHue (BUpYC) 3apakaeTr
MOBWNbHOE YCTPOMCTBO KNWeHTa.

Ha nogoeneHom canTe

Ha nognenbHomM caiTe MOTyT NPeanoXuTe BBECTH MOTUH
W Naponb OT NWYHOTo KabWHETa, NPONTU CoUManbHbIn
onpoc, CKa4aTk aHTMBMPYC UMW HOBOE NPUNOMKEeHe

oT ChepbaHka.

Cait — nosywka

[pu NonkITKE KMMEHTA OTKPLITE C MODWUNBHOTO
YCTPOWCTEA cailT BaHka, BMpYC NepeHanpasnaeT kKnveHTa
Ha cneuMansHbli CanT-NoBYLIKY, MMMTUPYOLWWA cainT
CoepbaHka.

Bupyc camMocTOATeNEHO NONYYaeT U Nepeckinaer
SMS-naponu

Mocne ycTaHoBKM BUPYC CAMOCTOATENBHO OT UMEHU
KNWeHTA NonyyaeT U NepeckiNaeT 3NoYMbILLINEeHHUKaM
SMS-naponw Ana Bxoaa M NoATEEHASHUA
MOoLLEHHWYeCcKkux onepauunii 8 Cbepbank OHnaiy.



NpaBuna nonb3oBaHUA
MOOGUNBHbIM
NnpPUAOXKEeHNnem

Bcé o kubepbesonacHocTH

& CBEPBAHK

Kak 6e30nacHO Noanb30BaTbCA
MOBUNABbHBbIM NPUNOKEHNEM

MobunbHoe npunoxeHne CoepbaHk OHNaliH — yaob6HbIN K
6e3onacHbIM cnocob ynpaBnATb CBOMMM PUHAHCAMM HA cmapTdoHe. Mbl
Aenaem Bcé, YTobbl N0Nb30BaTbCS MM BblNo He3onacHo: Hanpumep, B
Hawe npuaoXeHue Ha nnatpopme Android yxe BCTPOEH aHTUBUPYC.
Tem He meHee, npocMm Bac cobnogaTb NPOCTbie NPaBUNA:

HHI{OMy HE roBopUTE Naponk ANA BX004d B MobMneHoE
NpHNoHEHWE

MNpw ycTaHOBKe Ha cMapTdioH NMoObIX NPUNCHEHMIA
obpalainTe BHMaHWE Ha NONHOMOYMA, KOTOPLIE OHK
3anpawmearoT. ByabTe ocobeHHo ocTOpOKHEl, ecnu
NPUNOKEHWE NPOCKUT NPaBa Ha YTeHue anpecHon
KHWrKW, oTnpaeky CMC-cooflwermi n gocTyn K
WHTEPHETY — OHO MOXET BbITh 0NacHLIM, NyYlle He
ycTaHaenueaiTe ero.

OTKNOMKTE B HACTPOWKaX Baero iPhone
BO3MOHOCTb MCNONb30BATH rONGCOBOE YNpaBneHne
Siri npu 3a6NoKMPOBaHHOM 3KpaHe (HacTpaikK — Siri
— HocTyn ¢ BNoKWpoBKoN 3KpaHa).

®

®

Mcnonb3yiTe ToNbKo ouUMansHble NpURoHeHUA
BaHka ona Android, iPhone, iPad 1 Windows Phone

He ycTaHaenusaiTe NpUMNOXEHWUA NO CChINKaMm
13 CMC-coobLueHWi MNn 3aNeKTPOHHOR NoYThl, AaHe
2cnu B CooDLUEHNM YTBEPHAAETCA, YTO OHO W3 DaHka.

He moguguumMpyiTe onepauuoHHYD cHCTEMY
TenedoHa (HanpuMep, ¢ NOMOLLLK LKernopeiika).
HecaHKkyWoHWpoBaHHaa MoaudHKaLMa OTKNKYaeT
3a3LUMTHEIE MEXaHM3MbI, 3ANoKeHHbIe
NpoM3BoAUTENEM, U BAW TenedoH CTaHOBUTCA
YAIBUMBIM K 33PaEHUI0 BMPYCHEIMI NPOrpamMManti.



& CBEPBAHK

Kak 6e30nacHO Noanb30BaTbCA
cepsucom CMC-6aHK

CepBuc CMC-6aHK — 370 crnocob nonyyatb 6aHKOBCKME ycnyrm ¢ nomolbto CMC-
coobueHnit yepes Homep 900, USSD-3anpocos, a TakKe Push-ysegomneHuin (npm
Hannunm MobunbHoro npunoxkeHns CoepbaHk OHnaliH). CepBuc AaéT
BO3MOXHOCTb 0TNPaBaaTb 6aHKy CMC-nopydyeHusa Ha Homep 900 — Hanpumep,
KOMaHZbl HA COBEpLUEHME NepeBoAa U MHoroe apyroe. Ytobbl N0/1b30BaTbCA
cepBmcom be3 onaceHui, cobntoganTe NnpocTbie NpaBuaa:

® YcTaHOBUTe CMOXHBIA Naponk Ha TenedoHe ® Ecnu BBl cMeHUnM HoMep MoBuneHoro TenedoHa
I'I pa B VII'I a n on b30 Ba H M ﬂ @ MHade moweHHKkam BygeT npowe gobpaTteca Ao E—: OTkMo4uTE CMC-0aHk Bel cmoxeTe B MoBuneHom
BalUMX geHer npunoxeHun «Coepbanyk Onnainu» unu Bankomare.
Ce p B M COM c M C'63 H K ® Ecnw notepanu TenedoH, obpatuteck B BaHk ® He noakntoyante kK CMC-6anky 4yxue TenedoHs!
M nonpocuTte BpemeHHo 3abnokuposaTte CMC-Bank. @ Jaxe ecnu Bac npocAT 00 3TOM NMHOAKW, KOTOpbIE
3aTtem 3abnokMpyiATe CBOK CMM-KapTy Yy COTOBOrO npeacTaBunuch «COTPYAHMKAMM DaHka».
onepatopa.
® Ecnu eapyr nepectana pabortate cUM-KapTa, ® OTknio4uTe B HacTpoikax iPhone ronocoeoce
ﬁ No3BOHUTE CBOEMY OMEepaTopy CEASW U BbIACHUTe ynpaeneHue Siri npu 3a6noKUpoBaHHOM 3KpaHe
NPUHUHY @ Kak oTkniounTs: HacTpoikn — Sirl — Siri ¢

Bo3moiHO, BAC aTaKyrT MOLLEHHWKK ONOKMPOBKOKM 3KpaHa

Koraa GaHk BMAMT NogospUTeNbHbIE onepaLi oT Ballero UMEHK, OH MOXKET No CBOEH MHMLMAaTHBE BpeMeHHo 3abnoknposath
poctyn Kk cepeucam CMC-Bank  CBepbaxk OHnaid. Ecnu onepayum cosepluani Bbl, ANA BeicTporo Bo3obHoBNEHWA gocTyna
MNO3BOHWTE, NOXANYACTA, B KOHTAKTHEIA UeHTp Chepbanka no Homepy 900 (c moBunbHoro TenedoHa, 3BOHOK Ha TEPPUTOPMK
Poccun Becnnathbii).

>

Bcé o kubepbesonacHocTH



NpaBuna nonb3oBaHUA
6aHKoMaTamu

Bcé o kubepbesonacHocTH

& CBEPBAHK

Kak 6e30nacHO Noanb30BaTbCA
6aHKOMaTamMu

an NCNoNb30BaHUM HAHKOMATOB MOMHUTE O MNPOCTbIX NpaBuaax 6e3onacHoCcTu:

Mpu Habope NMWH-koga npukpeIBaiTe KNABWMATYPY
pyKoW. Ecnu BOKDYT HET Nogel — 3To elle He
03Ha4aeT, YTO MOLLEHHWKW 33 BaMKM He HabmnoaaT.

Ecnu Ha Exoge B NoMelleHUe ¢ GaHKOMaToM
YCTAHOBMNEHO YCTPOUCTEO, KoTOpoe Tpebyer MUH-
KoJ BaleW KapTel, He BBoguTe NUH 1 He BxoguTe
TyAa.

He npuHUMaiiTe NoOMOLLE OT HE3HAKOMLIEE.
HaxogAack y baHkomara, He NpucnyLuMBanTech

K COBETaM HEe3HaKOMEIX NMio4ei U He NpUHUMaNTe

Wx nomole. Ecnu Bam Hy:Ha nomollye, obpatuTech K
COTPYAHWKY BaHKa MnW NO3BOHUTE B KOHTAKTHEIRA
ueHTp GaHka no Homepy 900 (38oHOK ¢ MobKUnbHOrO
TenedoHa Ha TeppuTopuK Pocoum BecnnatHeni).

@
E

#

Ho

OTtoaBanTe npegnoYTeHMe GaHkomaTam,
YCTAHOBMNEHHEIM B 33l MW eHHbIX

MecTax (HanpMMep, B rocy4pesgeHnax, ohucax
GaHKOB, KPYNHEIX TOPrOBLIX UEHTPpax).

He ucnonesyite 6aHKOMaT E NMPUCYTCTEBUM
NOAC3PUTENLHLIX MWL, [MofoKaMTE, NOKa OHK
PA30AAYTCA, MMKW BOCNONb3YATECE APYTMIM
DaHkomaTom

OcmoTpuTe GaHKOMAT Nepeq UCNONBEI0BAHUEM.
YBeauTeck, 4To Ha KNasWaType U B MecTe And Npuema
KapT HET 4ONCNHUTENBHEX YCTROACTE. ODpawaiTe
BHWMAHWE H3 HEWCMPABHOCTU M NOBPEXOEHNA —
HanpuMep, Ha HEPOBHO YCTAHOBMNEHHYH KN3BUaTypy.
Ecnm yTo-To BLIZBANO NOJO3PEHWUA, HE NONbIYITECH
3TUM DaHKoMaTom.

Mepea ucnonesoBaHueM GaHKkoMmaTa yGeguTeck, YTO BCE ONEPaLMM, COBEPLUASMEIE NPELEITYLLMM KIWEHTOM, 3aBEPLUEHI.
Ecni y Bac BOZHUKAKT COMHEHWA, HEXKMUTE KHOMKY «OTMEHSY .

He ncrnonesyiTe HemcnpaeHeIin GaHkomat. Ecnu BaHKoMaT 3aBUCasT, CAMoNPOM3BONEHO NEPE3ArpYKAETCA MNW HA 3KpaHe
NOABMAKTCA NOA03PUTENEHEIE M300DaKEHMA — He NoNbayATeck UM. OTMEHUTE TEKYLLYHD ONEPALMID, HEKAB KHOMKY «OTMeHa»,

W OOROWTECE BOIBPATA KapThl.

Ecnwu GaHKkomaT He BO3BpaALLAET KapTy, No3BOHUTE Ha Homep 900 wnu no TenedioHy, ykazaHHaMy Ha DaHkomaTe. He oTxoguTe oT
DaHKomaTa, NoKa He BhINCMHWTE PEKOMEHAALWMKM COTPYaHMKa GaHka.



& CBEPBAHK

Kak 6e3onacHO nonb3oBaTbCcA
6aHKOBCKOM KapToMn

BaHKoBCKasA KapTa — K/tO4Y AOCTyna K BawweMmy cyeTy. OTHOCMTECh K Hel TaK ke
6epexHOo, Kak K HaMYHbIM. YTobbl 06e30nacuTb ceba 0T MOLIEHHMKOB, caeaynTe
NPOCTbIM PEKOMEHAAUMNAM:

@ @
@ Huromy me nepeaasaiite xapty b‘;’d Hukoay me ropopute w we 3anucwsanTe ceol NMAH-kon
@ @
@ XpaHUTe K3pTy 8 MECTE, HEROCTYNHOM ANS He ssogure NMAH-x00 HWRE B wHTEpHETE
NOC TOPOHMMX %

NMpaBuna nonb3oBaHUA
6aHKOBCKOM KapToMn

Kak 06e3onacuntb CBOKO XapTy

@ He ocrasnaire xapry Ges npucMoTpa u ne @ ECnw Bnt NOTEPANK K3PTY MAK NOACIPEBAETE, $T0 BaL
@ NEPSASBINTE HUKOMY — Hi OMMUUMIHTAM, HU @ CUET aTaKyIT MOWEeHHHKN, CpoMs0 e 3alinoxnpyiTe
KONNEram, Wi poacTaemmkam. JeTam Mowio [ins 3700 NOIBOHATE B KONTAKTHBIA LewTp Chepbasya
OQOPMUTE QNONHMTENERYIO KERTY K POAWTENLCKOH, 3 Ha womep 900 ¢ mobuneHore TenedoHa (380HoK B
BIPOCALIE MOTYT UIEDNTY CHOW COBCINENINIO KIRTY Paccim Gecnnathint) Vinn saiaure B unrepner-Ga
wnu todunsHoe npunasesse Coepank OHnainn —
MARAMTE HYAMYIO KAPTY W HasoanTe «3aBnoKmpoBaTse.

He copepusanTe Noxyniu ¢ OBWBACCTY b ® BrOnpaiTe Ana NOXYNOK TONBKO TE MHTEPHET-
KOMNLIOTEROB MK C HCNONLIoOBAHHEM Becnnatworo @ MArazdnbl, B XOTOPLIX B&d TOYHO yBepersi
Wi-Fi — MOWEHHMKN MOTYT YKB3CTH AAHHEIE BALLSA

KapThL,

- 8 MOTYT HCNONE30E3TE 8 MOLEHHUHECKNX Yenax.
MpasooxpannTensHue Oprans: B Nepayo o4epes GyayT
NPOBSPATE BNAZENLUSE KaPThl H3 NPHYACTHOCTS

K NPECTYNNEHMC

O
C) He COMaWaRTECh Ha NPEANIKEHIR KyNWTL Bawy xapTy

Bcé o kubepbesonacHocTH



NpaBuna nonb3oBaHUA
6aHKOBCKOM KapToi

Bcé o kubepbesonacHocTH

& CBEPBAHK

Kak 6e3onacHO nonb3oBaTbCcA
6aHKOBCKOM KapToMn

BaHKoBCKasA KapTa — K/tO4Y AOCTyna K BawweMmy cyeTy. OTHOCMTECh K Hel TaK ke
6epexHOo, Kak K HaMYHbIM. YTobbl 06e30nacuTb ceba 0T MOLIEHHMKOB, caeaynTe
NPOCTbIM PEKOMEHAAUMNAM:

Kak o6ezonacute MIAH-KoA

He sanuceieaiite MWH-koa Ha Dymare, Ha camoi
DaHKOBCKOMA KapTe, B TenedoHe Unn KomnbioTepe —
NpocTo 3aN0MHUTE ero.

Hukomy He coocbwarite MWH-koa. Oaxe poacTEEHHUKAM
W COTPYAHUKAM GaHKa.

KaK KOHTpO/MpOBaTh onepatym rno Kaptam

MogkniounTe YBeaomneHWa No KapTe — BaM Ha
TenedoH ByayT NPMXOOMTE ONOBELUEHWA O KaNKA0H
onepaylu. Ecnu Bel BOBPEMA OTCREAMTE NOKYNKY WK
nepeBoj, KOTOPbIE Bbl HE COBEpLUANY, BEPHYTh AeHbIW
Oyaet nerve.

CoxpaHAnTe Yekn Nocre onnartsl M KapTonl, 1
HaMWYHbIMKM, 8CN NEPBOHaYANbLHO ONNaTa No KapTe u3-
3a choes He npowna.

©

®

Mepuoguyeckn mMenanTe MMH-kog — npymepHo pas B
3 mecaua. [na 31oro B DaHkomaTte MK ycTpoRcTee
camooBbcnyxueaHua Cbepbanka 3aiauTe 8 pasiden
«N4HBIA KabuHeT, MHOPMaLUMa M CEPBMC®: K
BbIbepuTe NyHKT «CmeHntb MNMAH-kog».

PerynAapHo NnpoBepAiTe BeINMCKK ¢ GAHKOBCKNX
CYeTOB W KBMTAHUWK O NOKYNKax, uTobel ybeautsca,
YTO € BaLUMMKM ONepPaLUAMM BCE B NOPAAKE.
Coobwaiite B DaHK 0 NHOBIX HECOOGTBETCTBHAX.



& CBEPBAHK

Kak ob6e3onacutb ceb6a ot CMC u email
MoOLlUeHHUYecCTBa

MoweHHUKU perynapHo paccobinatoT CMC 1 aneKTpoHHbIe NMUCbMA,
3aMacKnpoBaHHble nog cooblueHna oT 6aHKa. Mx Luenb — noay4ymTb JOCTYN K
BalleMy CYETY M YKPACTb AeHbrn. [103TOMy BaXKHO YMeTb OT/IMYaTb OdpuMuUMaIbHbIE
coobueHna 6aHKa OT NMCEM MOLLIEHHWUKOB.

BaXXHO 3HaTbL

CMC v email
MOLLUEeHHUYecTBO @ e @ ey Popuoi Ann

Homep kapTel, PIN- 1 CVC-kogel v T.n.) 1 He TpedyoT
COBEPLUATE AKTUBHEIE ONEPALMK C KApTaMU

nepcoHanbHkele OaHHBIE

® CBepBaHK He oTnpasnAeT cooblWweHuA ¢ npockboi (@) CBepbaHk He npocuT 3aWTU B CBepBaHk OHNaiH
@ noATEEpANTE, OOHOBUTE UMK NPEdOCTaBUTE @ no cChINKe U3 NMCbMA

©
Mpn NOBEIX COMHEHWAX 3BOHUTE B KOHTAKTHBIA LeHTp COepbaHka Ha Homep 900
(c moBunbHoro TenedoHa) UNKW Ha HOMEep, YKa3aHHLIA Ha oDpaTHOM CTOPoHE KapTel

Bcé o kubepbesonacHocTH



NMpumepbl moweHHUYecknx nucem n CMC

CMC «Bawa KapTta 3a6/10KMpoBaHa»

Bbl nonyunnm CMC npumepHO TaKoro cogepraHua: «Bawwa KapTta
3abnokmnpoBaHa» nnum «lNo Bawewn KapTe npoBeaeHa onepauna Ha
cymmy N pybnein». TekcT cogepKUT Homep TesiepoHa 1 Npu3bIB
CPOYHO N0 Hemy No3BOHUTb. Korga Bbl Nepe3BaHMBaeTe, Bam
OTBEYAET MOLIEHHMK, KOTOPbIM NPEeACTaBAAETCA BAM COTPYAHMKOM
6aHKa — Hanpumep, cny»Kbbl 6€30MaCHOCTU UAN TEXHUYECKOM
nogAepKu. Bac npocat npeaoctasutb MHGOPMALUIO NN CPOYHO
COBEPLUNTb KaKne-To AeNCTBUA — Hanpumep, pa3b/IoKMpoBaTh KapTy
WU OTMEHUTb Onepaumio.

MoOLWEeHHMKM NONbITAOTCA NOA, PAa3IMYHBIMM NPeasioraMmm NoayYnTb y
BaC KOHOUAEHUMaNbHbIE AaHHbIE: NOJIHbIN HOMEP KapTbl, MUH-Koa,
CVV, CVC-Kkop, CpoK AencTBUA, NAM NONPOCAT NOAONTU K BaHKOMaTy
WA TEPMUHANY U BBECTU Ko, — ByaTo 6bl 4ns pa3bIoKMPOBKU KapTbl
MU OTMEHDI NaaTeXxa. ITU AaHHble MOLWEHHUKN NCNONb3YIOT AN1A
KpaXXun AeHer, NOKYNOK 1 NepeBoAoB C Ballero CYeTa.



NMpumepbl moweHHUYecknx nucem n CMC

dNeKTPOHHOEe NUCbMO OT umeHu CbepbaHKa

Bam npuxoauT aNeKTPOHHOE NMcbMo AKobbl oT CoepbaHKa,
3aMacKupoBaHHoe nog opuuymanbHoe NMcbMo. MoLeHHUKN
TpebyoT OT Bac ObICTPbIX AENCTBUIN NAN HEMEAIEHHOTO
oTBeTa. 4acTo oTNpPaBUTENM TaKMUX MUCEM XOTAT HanyraTb Bac
(«CooblieHne 06 yBennyeHmnmn 3aJ01KEHHOCTM Y, «Ball cHéT
326/10KMpOBaH») UK cOOOLAOT O KAKOM-TO BbIUTPbILLE.
Mrcbma MoryT cogeprKaTb BIOXKEHUA, NPOCbOy YTOYHUTL
PEKBM3UTbI KapTbl, COOYHO MNO3BOHUTL MO YKa3aHHOMY B
nUcbMme HoMmepy TeniepoHa UAN NePenTn No cebinike. Aapec
caiTa 0bbI4YHO NOXOXK Ha opMLMaNbHbIE afpeca CalToB
CbepbaHKa. byabTe OCTOPOXKHbIMU C TAKUMU MUCbMaMMU: HE
NepexoauTe Mo CCbIJIKAM U HE OTKPbIBANTE BNOXKeHMS. Jlydle
Nepe3BOHUTE B KOHTAKTHbINM LEeHTp 6aHKa, YToObl NPOBEPUTL
nHbopmaumio.



NMpumepbl moweHHUYecknx nucem n CMC

CoobLieHue co ccbinKamu

MoLLeHHUKN NCNOoNb3YIOT Halle NtobonbITCTBO B CBOMX LEenaX. Bam
MoXKeT NpunTn CMC c MHTPUTYIOLMM coaepKaHUem: BamM MOryT
coobwaTb, YTO Bbl «BbIMFPAIM CYNEPNPU3» UAN NO34PaABNATb C
npasgHuKamm. Takne coobLEeHNA 4acTo coaepKaT CCbI/IKKU, NO
KOTOpOM Bam 0beLatoT 4ONONHUTENbHYIO MHGOPMALMIO O BbIUTPbILLE
WA CCbIJIKY Ha CKauMBaHMe N034paBUTENIbHOM OTKPbITKWU. enatb
3TOro He cneayer.

Mpwn nepexoge no 3Ton CCbi/IKe Ha Bal TesiepOH AN KOMIMbIOTEP
MOXET 3arpy3nTbCA NPUNOKEHME C BUPYCHBIM NPOrPaMmMHbIM
obecneyeHnem, Unu Bbl NonageTe Ha CaMT-/IOBYLLKY, HA KOTOPOM Mog,
Pa3/IMYHbIMKM NPEeaNOraMyU MOLLEHHMKM NONbITAOTCA MNOJYYNUTb
NepCoHaNbHble AaHHbIE: NAEHTUPMKATOP M NAPONb 4N1A BXOAA B
NHTEepHeT-6aHK, KogoBoe CNoBO, HOMepa BaHKOBCKUX KapT, NMNH-
Koapbl, CVV n apyryto nHpopmauumto.



& CBEPBAHK

Kak pacno3sHatb moLueHHuKa no tenedoHy?

MoLweHHMKKN YacTo BblAatoT cebs 3a coTpyaHMKoB 6aHKa. Hanpumep, Bam Ha
MObHUNbHBIN TenedoH 3BOHUT HE3HAKOMeEL,, KOTOPbI NpeacTaBAAeTCA
CNEeUNanmCTOM KIMEHTCKOM NOAAEPHKKN UK CNy»KObl 6€30MaCHOCTM U NPOCUT
Ha3BaTb PEKBU3UTbI KapTbl, NOAOMTN K BAHKOMATY M CPOYHO BbINOJIHUTb HECKOIbKO
onepauuit. MpUYMHa, C ero cNoB, 04eHb cepbé3Hasn: cbon B 6ase AaHHbIX, Yrpo3a
MOLUEHHNYECTBA UM YTO-TO NoAo6HOe. 3a43a4a MOLWEHHMKA — HanyraTb Bac U He
AaTb BpEMEHM NpoaHanmM3mMpoBaTb CUTyaLMIo, MO3TOMY OH ByaeT HacTamBaTb,
4TOObI Bbl BbINOJIHWUAM €ro TpeboBaHUA KaK MOXHO bbicTpee.

He Tepsinte 64nTenbHOCTU U TPE3BO OLeHMBalTe npoucxogdulee. MNpu 3BoHKe
Tene¢0|-||-|oe KNMEHTY coTpyaHuk CbepbaHkKa:

MOLWIEHHNYECTBO »  Bcerga o6paLaeTca No UMEHU-OTHECTBY;
" HMKOr4a He NPoCUT KoHOMAEHUMANbHbIE CBEAEHMA: NOJHbIE
PeKBU3UTbI KapTbl (Homep KapTbl, MNH- n CVV-Koga), CVC-naponn

6aHKa;

"  HMKOrga He TpebyeT coBepluaTb onepaunii c KapTo.

[nga KoHTakTa ¢ knueHTamn CobepbaHk ncnonb3yeT Tpu HoMepa:

900 8 800 555-55-50 +7 495 500-55-50

Bcé o kubepbesonacHocTH



MNceBpobpokepbi U
ncesgogunepbl

Bcé o kubepbesonacHocTH

& CBEPBAHK

Kak obe3onacutb cebsa ot
ncespo06poKepoB n ncesaoannepoB?

MoLLEHHWKN PeryasapHO NpeanaratoT KAMeHTam 6PoOKepCcKne Unmn Annepckue ycayru, ¢
MOMOLLbIO KOTOPbIX AKOObI MOYKHO NMPEeYMHOXWUTb CBOM KanuTan u OCyLLecTBUTb
BbICOKOZOXOAHbIE MHBECTULMU. MPU STOM MOLLUEHHUKN HE MMEIOT NIULLEH3UI Ha OCyLLLeCTBIeHME
TaKOW AeATEeNbHOCTU U K peanbHbiM BpoKepam UAn Aunepam He UMeHT HUKAKOro OTHOLLEHMUA.
MX uenb — BbIHYAUTb KIMEHTA NepPeBeCcT UM AEHEXKHble CPeaCTBa.

©

VAN
©

VAN

©
A

BaXHo 3HaTb

Mpesae Yem NepesoanTb AeHsri KomnaHum, yoeautech,
YTO Yy HEe eCTb NUUEH3WA Ha OCYLECTENeHNe BpoKepCKoi
WNW AUNEPCKOA OeATENBHOCTH.

Ecnun geHbrv nepeBeaeHsl B KOMNEHMID,
3aperMcTPMPOBaHHYKD HA TEPPUTOPKMI APYTOro rocyapcTea,
TO CNOPEI NPUASTCA PEWETL B NPaBoBOM None
WHOCTPaHHOIO rocyaapcTea, Tak Kak 3akoHel PP Ha 3Tu
KOMNaHWK He PacNpocTPaHAOTCA.

Ecnu Bbl Nnepeseni AeHLMM HA CYET KOMNaHWM, BaHK He
CMOHET MX BepHyTb. MNpouenypa chargeback,
npegycMoTPEHHAA NPaBUNaMKM NNATEKHBIX cUCTEM AnA
BO3BpaTa HeoDOCHOBaHHO CMMCAHHLIX CPeacTB U
PEKNAMUPYEMAA MOLLEHHWKSMW K3K MEX3HW3M 3aLLMTI
VHBECTOPOE, B aHHOM Cyyae He NPUMEHAETCA, TK.
CMUCaHWe CO CYETOB NPOMCXOANT N0 MHMLMATHMBE CaMMX
KNWeHTOB, M yCMyra no NnepeBody CPeAcTB CO CHETA KapThl
Ha NUYHLIA CHeT ABNASTCA okasaHHoi. Kpome Toro, no
AeAcTeyrlWeMy 3aKkoHodaTenscTey PO DaHkM He
BMEeLUWBAIOTCA B JOTOBOPHbIE OTHOLUEHWA MeXay
nnaTtenbWMKaM3 1 Nony4aTenamMy cpeacTs, Npu 3Tom
3akoHoaartenscTeo PP npesanvpyeT Haa npasunamu
NNaTeRHbIX CUCTEM.

©
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©

A\
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MepeyeHb POCCHIACKMX KOMNAHWIA, Y KOTOPbLIX eCTh
COOTBETCTBYHOWAA NUUEH3NA, NPEACcTaBNeH Ha caiiTe
LleHTpansHoro Daxka PP 8 CnpasoyHuKe y4acTHUKCB
IMHaHCOBOrO PhIHKA.

(3HaKOMWTBLCA C OT3LIBAMW O KOMMAHWW W Y3HaTb O
pEansHOM onbiTe B3aMMOAENCTBUA C HEW MOMHO Ha
NpohUnEHEIX CafTax/popyMax.

MpK NHOBIX COMHEHWAX 3BOHUTE B KOHTAKTHBIA LEeHTP
ChepbaHka Ha Homep 900 (c MobunsHoro TenedyoHa) unm
Ha HOMep, YKa3aHHLIA Ha obpaTHOM CTOpCHE KapTel



KaK obe3onacuTb cebsa ot
ncespo0bpoKepoB u NnceBaoanepoB?

KaK KAueHTbl NoONagaloTca Ha YN10BKM MOLLUEHHUKOB

KAMEeHTY 3BOHAT M3 KOMNAaHUM, AKOObI NPeaoCTaBAAOLLEN
H6poKepckue nnu aunepckme ycnyru. Emy obeluatot BbICOKMMA
[0XO0A, CYLWEeCTBEHHO Bbille, YEM Y KOHKYPEHTOB.
MpeanoxeHne KaxKeTca KINeHTY 3aMaHuYMBbIM, U OH
COrnallaeTcs BOCNOAb30BaTbCA YCAYyramm 3TOM KOMMNaHUN U
nepeBecTV AEeHbIM Ha KapTy TPETbEero mua.

ByabTe BHUMaTenbHbl! PeanbHble HpOKepPCKME UK gunepckue
KOMMaHWUM He NPOCAT NepeBecTn CPeACcTBa Ha KapTy TPETbEero
nmua. Ecam Bbl BbINOAIHUTE TaKoM NepeBos, 0TO3BaTb CPeACTBa
y)Ke byaeT HEBO3MOXKHO.



KaK obe3onacuTb cebsa ot
ncespo0bpoKepoB u NnceBaoanepoB?

YTo6bl BbIBECTU YACTb AEHEer, HY)XHO 3anaaTuTb

KNMeHT 3aperncTtpmpoBasica Ha calTe TOProBom NAOLWAAKM No
H6MHapPHBIM ONLMOHAM, NONO/IHWUA CBOW BanaHC U Noayymn
yBeJoMJ/IeHUE O NoayYeHUN «BOHYCHbIX 40X0A0B». OAHAKO
AN BbIBOAA 3TUX AieHEer, HeobXxoAMMO «MOBbICUTb CBOM
TOProBbIN CTATyC», T.€. BHECTU AONOJHUTENBHYIO Cymmy. B
NTOre KIMEHT BHOCUT Bce bonblie u 6onblue cpeacTs, HO TaK U
He Nosy4YaeT BO3MOMKHOCTU BbIBECTU CBOU AEHbIU.

MomHuTte! M3 peanbHON BPOKEPCKON UK AUNEPCKOMN
KOMMNAHWUU KAMEHT BCEraa MOXET BbIBECTU CBOM CBOOOAHbIE
AEHEeXHble cpeacTaa.



& CBEPBAHK

Kak obe3onacutb cebsa ot
ncespo06poKepoB n ncesaoannepoB?

OcTopOoXKHO, notepesn!

KANEHT HEBHMMATENbHO YNTAET AOrOBOpP, KOTOPbIN
noAnucbiBaeT ¢ AKOObl BpoKkepckon KomnaHuen. Korga KnmeHT
NbITAaeTCA NONYYNTb CBOU AEHLIM, KOMMNAHMS OTKA3bIBaET,
MNcesaobpokepbi n CCblNIaACb Ha AOroBOP, IAe YKa3aHo, YTO KAMEHT y4acTBOBa/ B
ncespoaunepnl notepee. Monyyaerca, YTo KJANEHTY «NPOCTO HE NOBE3/10» U OH
NPourpas CBOU AeHbIN.

byabte 6auTenbHbl! Bcerga BHUMaTENbHO YMTAUTE JOTOBOPLI,
KOoTopble Bbl nognucbiBaete. Mpu Nt0bbix COMHEHUAX BepuTe
Bpemsa Ha 6o/iee JeTanbHOE N3yYyeHne JOKYMEHTOB.

Bcé o kubepbesonacHocTH



KaK 06MaHbIBAIOT MOLLEeHHUKH

Y3HaiiTe 0 pacnPOCTPaHEHHbIX NPUEMAX 3/10YMbILLUJIEHHUKOB
U He pgaunte um ceba ob6maHyTb

Cutyauma 1. «3BOHOK U3 cnyXbbl 6esonacHocTn 6aHKa»

Bam 3BOHUT HE3HaKoMel,

Homep BXxoaALLEro 3BOHKA OYEHb NOXOXK Ha
Homep 6aHKa, a 3BOHALLKUN NpeacTaBaAeTcA
«COTPYAHMKOM CNY*KObl 6e3onacHOCTN BaHKa.

Y MOLLIEHHNKOB eCTb BO3MOHOCTb 3BOHUTb C
HOMEPOB, NOXOXUX HA odULMaNbHbIE HOMEPA
6aHKa, Hanpumep, Takmx: +7900, +900

3/10yMbILINEHHUKM MOTYT MOMEHSATb OAHY
UNMdpy B HOMepe, KOTOPYIO Bbl HE 3aMeTUTE U
noaymaeTe, YTo 3T0 6aHKOBCKUIA HOMep.




Cnocobbl obmaHa

Bcé o kKnbepbesonacHocTun

& CBEPBAHK

KaK 06MaHbIBAIOT MOLWLEeHHUKH

Y Bac npocAT KoHPUaeHUMaNbHbIe AaHHble

MowweHHMK coobuaeT, 4tTo «baHK BbISABMA NOAO3PUTENbHYIO ONEPaLLMIO» UIN «B
cucTeme npousowen c6omy».

OH npocuT y Bac NosiHble gaHHble KapTbl, CVV- nan CCV-koga, kog n3s CMC nnaum
naponun ot C6epbaHK OHNANH. ITO HYXKHO AKOObI €419 COXPAaHHOCTU BalUUX AEHEr».

Kak moLlleHHUK moXKeT Bac y6exaaTtb

¢ «Mbl 3B0HMM C 0dMLMANBLHOIO HOMEpPA, NPOBEPbLTE HA CaUTeY.

e «B uenax KOHPUAEHUMANBbHOCTM A BKAKOYAIO NPOrpaMmy-poboT, KoTopas 3almTuT
BalUM KOHOMAEHUMANbHbIE AaHHble» (Bbl CAblWKTE B TPYOKe NETKMIA WenecT).

e [1ns ybeamMTeNnbHOCTM OH Ha3biBAET BalUM NepCcoHasibHble AaHHbIE U MPOCUT
nepeBecTM AEHbIM «Ha 3aLUMLLEHHbIN CYET, KOTOPbIM 3aKpPenIEH 3a NEePCOHA/IbHbIM
MEHeAXKepoOM — 3TO HY}KHO A/1a 6€30MacHOCTU, @ MOTOM Bbl CMOYKETE BEPHYTb

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50




Cnocobbl obmaHa

Bcé o kKnbepbesonacHocTun

& CBEPBAHK

KaK 06MaHbIBAIOT MOLWLEeHHUKH

KakK 3awuTtuTb ceba

* 3anuwunTe Homepa 6aHKa B afiPECHYI0 KHUTY cBoero TenedoHa:

900, 8 800 555-55-50

e Ecnin 3BOHOK ByaeT ¢ Apyroro Homepa, oH 0TobpasnTca Kak
HEM3BECTHbIMN.

* He coBepluaiiTe HUKAKMX onepaumin No MHCTPYKUMAM 3BOHALLEro. Bce
onepauMu onA 3almnTbl KapTbl COTPYAHUK BaHKa genaeT cam.

e Cpasy 3aKaH4mBanTe pa3rosop. PaboTHMK BaHKa HMKOrAA HE NONpPoOCUT
Y BaC CEKPETHbIE AaHHble OT KapTbl UM MHTEPHET-baHKa.

e [lpoBepbTe, HE ObIN0 1M COMHUTENIbHBIX ONepaLMn 3a Bpems
pasroBopa. Ecam ycnenu 4to-10 coobWUTL MOLLIEHHMKAM, Cpa3y
no3BOHMTE B BaHK Ha Homep 900 1 coobLuTe O CAyYmMBLLIEMCA.

900 +7900, +900
8 800 555-55-50 8 800 555-55-51
8 495 500-55-50 8 499 555-55-50




KaK 06MaHbIBAIOT MOLWLEeHHUKH

Cutyauums 2. «Mepesog, no ownbKe»

Bbl ocTaBunmM cBOE nms n Homep TenedoHa Ha canTe becnaaTHbIX
0b6bABNEHUN

Bckope KTo-To npucbinaet Bam ¢ mobuabHoro tenedpoHa CMC,
nogaenaHHoe nog 6aHKoBCKoe coobueHne 0b onepaymu.

3atem c gpyroro Homepa npuxoaut CMC c npocbboi BEPHYTb AEHbIU.

MolweHHUKMN ucyesaloT nocse nepesoaa
Ecnun Bbl cCamoCTOATENbHO caenanun nepesos, AeHbrM BEPHYTb He
nosayyumTca.

Kak 3awuTtuTb cebs

¢ [IpoBepbTe HOMep, ¢ KoToporo npuwna CMC.
e [TomHuTe: 6aHK npucbinaetr CMC Tonbko ¢ Homepos 900 nnum
9000.

e [IpoBepbTe GanaHC cBOEN KapTbl, YTOObI yoeauTbes,
AENCTBUTENbHO N AE€HbIM NOCTYNUAM HA CYET.

e Ecan 3anogo3puan CMC-moLwweHHUYecTBO, cpasy obpatuTech K
CBOEMY NepCoHaNbHOMY MeHeaXepy AN No3BOHUTe B BaHK Ha
Homep 900, unm Ha HOMep, YKa3aHHbIM Ha 0bpaTHOM CTOpoHE
KapTbl, "Mbo yepes mobunbHoe npunoxxeHne CbOJI.
e [1na yoobcTBa BHewunTe HoMepa 6aHKa B Te/IePOHHYIO KHU




KaK o6 MaHbIBalOT MOLUEHHUKM
Cutyauus 3. «BpoKepckue unu gunepcKkme ycayru»

«BblrogHble UHBECTULUNY»

BapuaHT 1. Bam 3BOHUT HE3HAKOMEL,, KOTOPbI Ha3biBaeT cebs npeactasuTenem 6POKepCKom
AN ANNEPCKOM KOMMNAHMKM, NpeasaraeT MHBECTUPOBATb AeHbIM U 06eLLaeT BbICOKUIM 40X04,
Bbl cornawaeTech OTKPbITb CYET M CAMOCTOATE/IbHO NEPEBOANTE AEHLIN Ha KapTy TPETbEro
nmua. MoweHHUKU NponaaaloT, BePHYTb AeHbrM HEBO3MOXKHO.

ByHapHbIe ONLUOHbI

BapwuaHT 2. Bbl peructpupyeTtech Ha canTe BUHAPHbIX ONLMOHOB.

Mocne nononHeHua 6anaHca Bbl NoayyaeTe yBeLOMIEHME O NONAYYEHUN KOOHYCHbIX LLOXOL0BY.
YT106bI BLIBECTU 3TU AEHbIM, BAM HYXKHO MOBbICUTbL «TOProBbIl CTaTyc». [11s 3TOro Bbl BHOCUTE
Ha CYET AONONHUTENbHYIO CYyMMY. MOLIEHHMKY NPoNaaatoT, BepHYTb AEeHbIM HEBO3MOXKHO.

Kak 3awuTtntb ceba

e [IpoBepbTe nnueH3nio. NMpexae Yyem nepeBoguTb AeHbrn BpokepcKom
KoMnaHun, ybegurech, YTo y Heé ecTb nueH3na. CNMcoK KOMNaHWi ¢
NNUEH3UAMM Ha ocyLecTBeHne BPOKePCKOM NN OUNEPCKON AeATeNbHOCTH
€CTb Ha caliTe LleHTpanbHoro 6aHKa PO.

e [lpoBepbTe pPeKBU3UTbI. PeanbHble HpoKkepckue nnm annepckne KomnaHum
He NPOCAT NepeBecTM CpeacTBa Ha KapTy 0bblYHOro Yenoseka — 3to byaet
UMEHHO CYET KOMMAHUM.

¢ No3soHUTe B 6aHK No Homepy 900, ecnm noao3peBaeTe, YTO CTONKHYAMUCH C
MOLUEHHNYECTBOM.




KaK 06MaHbIBAIOT MOLWLEeHHUKH

Cutyauumsa 4. «Onpoc ot C6bepbaHKa»

Bbl nonyyaete nucbmo unum CMC o Tom, uto C6epbaHK npoBOAUT NOTEpPELD

Bam npeanaratoT NponT1 oNpoc Mo CCbIJIKE, Bbl KNMKAeTe M NonagaeTte Ha
OULWMHTOBbLIN CaNT.

duwuH2 — 3mo Koz204a y 8ac rnbimaromcs 8blyoumb CEeKpemHyo UHpOPMayuio,
Hanpumep, Naposab om AUYHO20 KabuHema.

* Bbl npoxoanTe «OoNpoc» Ha canTe, U 3a 3TO BaM 06€eLatoT KPYMnHY Cymmy
BO3HarpaxkaeHus, Hanpumep, 150 Tbicay pybnen.

e Ho ana noatsepKaeHMA KapTbl M nepedncneHns 6oHycos Bac NpocaT
NepeyYncanTb «3aKpenuTenbHblit naaTex» B pasmepe 150 pybnei.

* Bbl OTNpaBnaeTe AeHbr1, a3 NOTOM HE MOKeTe CBA3aTbCA C MOLUEHHMKAMMU.

KaK 3awuTtutb cebs

* HactpoiTe 610KNPOBKY PanblUMBbLIX CANTOB B CBOEM bBpay3epe.
Korga onnaumBaeTe NOKYNKU B UHTEPHETE, NPOBepAITe agpec
canTa. Echm gomeH He coBnagaeT B TOYHOCTM C 0PULMAIBHBIM
Ha3BaHMEM CaliTa, He BBOAMTE AaHHbIe.

* BbibupainTe 3aWMWEHHOE MHTEPHET-coeanHeHne. Agpec canTta
JONXKEH HaYMHaATbCA ¢ ByKB https, a He ¢ http, a B aapecHomn
CTPOKe A0/IKeH 0TOobparkaTbCA 3HAYOK B BUAE 3aKPbITOrO 3aMKa.
* Noakntounte CMC-6aHK. OH NOHaaobMTCA ANA NoATBEPHKAEHUA
naaTexa naposem ot 6aHKa.



OTBeTbl Ha NonNynApHble BONPOCHI

Ka)ketca, meHA aTaKyloT MOLWIEHHUKU. YTo aenatb?

Cpo4YHO NO3BOHUTE B KOHTAKTHbIN LeHTp CoepbaHKka Ha Homep 900 (c
MobunbHoro TenepoHa) unm 3anante B CoepbaHk OHNalH, BbibepuTe
KapTy U HaxkKmuTe «3ab/I0KMPOBaTb KapTy», NOCAE Yero No3BoHMTE B HaHK.

MHe npuwno CMC o Tom, 4TO MO0 KapTy 3abnokuposanu.
Yto penatb?

MocmoTtpure, ¢ Kakoro Homepa npuwno CMC:

e Ecnu coobuieHme npuwao c Homepa 900, no3BoHUTE B BaHK Nt0ObIM
yAobHbIM cnocobom:

— B KOHTaKTHbIN LeHTp CbepbaHKa M3 MOOUABHOIO NPUNOKEHNA
CbepbaHK OHNamH

— ¢ mobunbHoro TenepoHa Ha Homep 900

— unan c ntoboro TenePpoHa Ha HoOMep, YKa3aHHbIM Ha 06paTHOM CTOpPOHEe
KapTbl. COTpyAHMK BaHKa cOOOLWUT Bam AanbHENLINE AENCTBUA.

e Ecnun coobLieHme NpULWLIAO C APYroro HOMepa, BepOoATHEE BCErO, €ro
OTNPaBUAMN MOLLUEHHUKW. [Tepe3BaHMBATb HA 3TOT HOMEP «AA
Pa3b10KNMPOBKU» HENb3A. ECM NOABUANCL COMHEHUSA, AENCTBUTEND
/11 Balla KapTa 3ab/10KMpoBaHa, Bbl MOXKeTe NO3BOHUTb B HaHK No
Homepy 900 1 YyTOYHUTb MHPOPMALMUIO.



OTBeTbl Ha NonNynApHble BONPOCHI

MHe npuwno CMC o Tom, 4TO N0 MOen KapTe NpoBeaeHa
onepauumsa, HO A 3Ty onepayuio He coBeplian. Yto genatb?

Ecnu Bbl 3apernctpupoBaHbl B CoepbaHk OHMaliH, NnpoBepbTe NocaeaHue
onepaumm B CBOEM IMHHOM KabnHeTe nm MmobnabHOM NPUNOKEHUN.
Ecnv Tam HeT TakoM onepauum, HanuwnTe Ham NPSMo cernyac. Mocne
aToro yaannte CMC. Ecnum »Ke Bbl A€ACTBUTENbHO BUANTE TaKyHO
onepaumio B UCTOPUM onepauunii, Ho He CoOBepLLanu e€, No3BOHUTE B
6aHK Nt06bIM yA0O6HbIM cnocobom: — B KOHTAKTHbIN LeHTp CobepbaHKa n3
MobunbHoro npunoxxenma CbepbaHk OHNamH — ¢ MobUAbHOrO
TenedoHa Ha Homep 900 — mnnu c ntoboro TenedoHa Ha HOMeP,
YKa3aHHbIN Ha 06PaTHOM CTOPOHE KapThbl.

MHe npuwno CMC c Homepa 9000, a He 900. 3TO MOLUEHHUKU?

Het. C Homepa 9000 CbepbaHK nposoant CMC-onpoc o KayecTtse
obcnyXKmMBaHUA N NPOBOANT aKTyanmnsaumo gaHHbIXx. CMC-onpoc
on/siauneaeTca No TapudHomy naaHy KameHTa. CoobuieHne moxet
coaeprkaTb CCbl/IKY Ha onpoc CoepbaHKa opros.sberbank.ru nnm Ha
noptan LeHTpa HeaBmxmnmoctn Cbepbanka Domclick.ru



OTBeTbl Ha NonNynApHble BONPOCHI

Uto aenartb, ecnm 1 NOTEPAN UK Y MeHA YKpanu TenedoH, K KoTopomy
nogkntouyéH CMC-6aHK?

B 3TOM cUTyaumnmM Bam HY*KHO 06paTUTbCA B 6aHK M MONPOCUTb BPEMEHHO
3abnoknpoBatb CMC-6aHK. 3aTem 3ab610KNpyNTE CBOKO CUM-KapPTY Y
COTOBOroO onepaTtopa.

MHe N03BOHUA COTPYAHUK CNyXK6bl 6e3onacHocTn CoepbaHKa n
Cco06LWKMA 0 NONbITKAX HEU3BECTHbIX /INL, CHATb AEHbIM C MOei KapTbl.
Mory a1 8 coobwaTtb emy Homep moeu KapTbi?

Ecnn Bam 3BOHUT cOTpyAHUK BaHKa, OH He ByaeT 3anpalwmnBaTb HOMep
BaLLei KapTbl, MNH-kog nan CVV2/CVC2-Koa, NoruH, naponb oT
CbepbaHK OHNnanH nnun Kog n3 CMC. B aTton cutyauum npekpaTute
Pa3roBOp M NO3BOHUTE B HaHK Nt06biM yaobHbIM cnocobom:

— B KOHTaKTHbI LeHTp ChepbaHKa M3 MOOUABHOIO NPUNOKEHNA
CbepbaHK OHNaNH,

— ¢ mobunbHoro TenedpoHa Ha Homep 900,

— nnu ¢ ntoboro TenePpoHa Ha HOMeP, YKa3aHHbIM Ha 0B6pPaTHOM CTOPOHE
KapTbl.



OTBeTbl Ha NonNynApHble BONPOCHI

Kak onpegenurtb, YTO MHe 3BOHUT MMEHHO COTPYAHUK B6aHKa, a He
3/10YMbILW/IEHHUK?

Mpun 3BOHKE KANEHTY coTpyaHuK CoepbaHKa Bcerga obpaltaerca no
MMEHN-0TUYECTBY; HUKOrAa He NPOCUT KOHPUAEHLNANbHbIE CBEAEHUA:
NONHble PEKBU3UTLI KapTbl (Homep KapTbl, MNH- 1 CVV-koa), CMC-
naposn 6aHKa; HUKOra4a He TpebyeT coBepLuaTb ONepaLmn C KapToM.
[MOMHMTE, 4TO 334a4a MOLIEHHMKA — 3acTaTb BaC BPACnaoX U He AaTtb
BPEMEHM MPOaHaIN3NPOBATb CUTYALMIO, MOSTOMY OH ByAeT HacTanBaTb,
4yTOObI Bbl BbINOAHMAN €ro TpeboBaHMA KaK MOXHO bbicTpee.

Mory a1 A NoNb30BaTbCA 6AHKOMATOM, €C/1M OH 3aBUCAET,
CaMONpPOU3BO/IbHO Nepe3arpy»aeTca U1 Ha IKpaHe NoABAAIOTCA
noAao3putenbHble usobpaxkeHua?

Takum 6aHKOMATOM N0/b30BaTbCA HeNb3A. OTMEHUTE TEKYLLYHO
onepauuto, HaXaB KHOMKY «OTmeHa», 1 0¥ AnTecb BO3BPaTa KapThbl.
Echn 6aHKOMaT He BO3BPALLAET KapTy, NO3BOHUTE Ha Homep 900 nam no
TenedoHy, ykazaHHOMY Ha baHKomaTe. He oTxoauTte oT baHKOMaTa, NOKa
He BbINOJIHUTE PEKOMEHAALUNN COTPYAHMKA BaHKa.



OTBeTbl Ha NonNynApHble BONPOCHI

Yto aenartb, ecnim 6aHKOMaAT He BO3BpaLLaeT KapTy?

Mo3BoHUTE Ha Homep 900 nnu no TenedoHy, ykasaHHOMY Ha BaHKomaTe.
He otxoauTte oT 6aHKOMaTa, NOKa He BbIMOJIHUTE peKoMeHAaummn
COTPYAHMKa BaHKa.

MHe npuwino c HesHakomoro Homepa CMC o Tom, YTO Ha MO cueT
nepeseaeHbl AeHbrn. A notom mHe npuwno CMC c npocbboi ux
BEPHYTb, TaK KaK AeHbr1 nepesenu no owmnbKe. i mory BepHyTb A€Hbrn?

CbepbaHnk otnpasnsaet CMC TonbKko ¢ Homepa 900 nan 9000, coobuieHms
O COBepLUEHHbIX ONepaumax ¢ Apyrmx HOMepPOB COBEPLUAIOT, KaK
npasuno, MoweHHUKN. Ecam sam npunwno CMC c gpyroro Homepa,
HanuwnTe Ham B Gopme 0b6paTHOM CBA3M U Nepewnte Ham Teket CMC.
NMocne storo yganute CMC.

MHe npuwna ccbisIKa Ha YCTAaHOBKY MO6GUIbHOIO NPUIOXKEHUA
C6ep6aHK OHNaNH. l mOry ero ycTaHOBUTb?

HeT, ycTtaHaBaMBaTb NPUAOXKEHUA NO ccbiikam U3 CMC-coobueHnin unm
3/1EKTPOHHOM NMOYTbI HeNb3A, AarKe eC/IN B COODLLEHNM YTBEPIKAAETCA,
4YTO OHO M3 BaHKa. Nicnonb3ynTe TONbKO 0PULMANBHBIE NPUIOKEHMUS
6aHKa ana Android, iPhone, iPad u Windows Phone.



NMonynAapHble BONpOCHbI

Bcé o kubepbesonacHocTH

& CBEPBAHK

OTtBeTbl Ha nonynApHbIe BONPOCHI

[Ona Bxoaa B UHTEpHeT-6aHK C6epbaHK OHNANH Y MeHA 3anpalnBaloT
Homep 6aHKOBCKOM KapTbl. i mOry ero BBecTu?

Het. Ona Bxoaa B CbepbaHK OHMANH HYXKEH TONbKO NOMMH, INYHbIN
naponb nan ogHopasosbin naponb 3 CMC. Ecnn Ha canTe
3anpaLwmBatoT Nt0OYI0 APYryo NePCOHaANbHY MHbOPMaLLUIO,
Hanpumep, Homep 6aHKOBCKOM KapTbl A MobunbHoro tenedoHa,
NOKUHbTE CaUT N CPOYHO 0bpaTuTech B baHK.

MHe npeanoXxunm npoaatb Mol 6aHKOBCKYIO KapTy. OueHb
BbIrOAHOE NpeasoXKeHue, A MOry Ha Hero cornacutbca?

He cornawalitecb, €€ MOryT UCNoNb30BaTb B MOLLIEHHUYECKUX LLeNAX.
MpaBooXpaHUTEbHblE OpraHbl B MepBY0 oyepeab byayT npoBepaTh
BNaZeNbla KapTbl Ha MPUYACTHOCTb K NPECTyNAeHUIo.



OTBeTbl Ha NonNynApHble BONPOCHI

MHe NpuULNOo NoA03pUTENIbHOE NUCbMO Ha 3/1IEKTPOHHYI0 NouTy. Kak NoHATD,
MOLLUEHHUYECTBO 3TO WU HeT?

B nepByto ouepenb 0b6paTtMTe BHMMaHMeE Ha NoYTy oTnpaButens. Kak npasuno,
MOLLEHHMKM NCNONb3YIOT 06LWeA0CTyNHble MOYTOBbIE AOMEHbI UM NOKYNatoT
AOMEHDbI, MOXOXKMe Ha odMuUMaibHble OMEHHbIE UMEHA KOMNAHUM, YTOObI
BBECTM NOAyYaTens NMcbMa B 3abnyKaeHue.

Bac 40on*KHO HAaCTOPOXKMUTb, ECIN TEMA, KOHTEHT NMCbMa UKW Ha3BaHWe $aliioB
noby»KaatoT Bac K HeMeaeHHOMY AeACTBUIO: MePENTU NO CCbIIKE, HaXaTb Ha
KHOMKY, OTKPbITb $aiin, HemeaneHHO OTBETUTb Ha NMUCbMO.

Ba)kHO TaKKe 06paTnTb BHUMaAHMe Ha obpalleHne u nognucb B NMCbMe: ecnu
OHU 6e3/1MYHble, BbICOKA BEPOATHOCTb 06MaHa. KOHTaKTbl An1a obpaTHOM cBA3MU
B TAKOM NMMUCbMe MOTYT ObITb HEAO0CTOBEPHbI, MO3TOMY NPOBEPbLTE UX Ha
opMUMaNbHOM CanTe KOMMNAHUN.

He nepexoguTte No CCbl/IKaM U HE KNMKaNTe Ha NOA03pUTENbHbIE OO BEKTHI.
HaBeauTe Kypcop MblIlin Ha NOAO3PUTENBHYIO CChIIKY UM OO BEKT, YTOObI
YBUAOETb, Kyaa OHa BeAET Ha camom agene. CpaBHUTe agpec C agpecom
opMUNANBbHOrO CanTa KOMMNAHUW.

ByabTe OCTOPOXHbI C B/IOYKEHUAMM: OTKPbIBAUTE TONIbKO TE€ U3 HUX, KOTOpPbIE Bbl
Oanun oT CBOUX aApecaTos.

He BBOAUTE CBOU KOHOUAEHUMAbHbIE AaHHbIE, IOTUH M Napo/b Ha
NoA03PUTENbHbIX CAalTax UK B Kakne-nnbo aHKeTHble POpPMbl.

He oTBeyalTe Ha Nogo3pUTENbHbIE MUCbMA.



OTBeTbl Ha NonNynApHble BONPOCHI

Mpu onnaTte NOKYNKKM HA caTe A1 BB HOMep cBoeu KapTtbl n CVV.
MHe Hanucanu, YTo NpoursoLwia ownbKa U ANa OTMeHbl onepauumn
MeHA npocaTt coobwmutb CMC-Koa. MOXHO 1M MHe ero oTnpasuUTb?

HeT. H1Koraa He BBOAUTE «Naponu AN OTMEHbI Onepauumn» U He
coobuamte HUKomy CMC-koabl. 06 3ToM MOTyT NONPOCUTb TOJIbKO
MOLIEHHUKKU. ECN Bbl C 3TUM CTOJIKHY/INCb, MOKUHbLTE CalT U CPOYHO
obpaTtuTech B HaHK.

MHe npuwno coobueHmne o Tom, yto CHepbaHK NpoBOAUT NoTEpEO U
npeanaraet NpomMTu onpoc. 1 nepeLwwén no ccbiike, OTBETU HA
BOMPOCHI, U TeNnepb MeHA }KaeT npus. Mory nm a noarsepanTb CBOLO
KapTy U NPOU3BECTU «3aKPenUTeIbHbIN NAATEXK» ANA NepedyncieHms
BO3HarpaxgeHua?

Hu B Koem cnyyae. 310 pacnpoCcTpaHEHHAA CXeMa MOLLEHHUYECTBa,
KOraa oT MMeHM BaHKa MOLLEHHWKKM HanpaBAsoT CCbIIKMU Ha
duwmnHrosble canTbl. He nepexogmte No NOAO3PUTENBbHBIM CCbIZIKaM,
npu ntobon onnaTte B MHTEPHETE NPOBEPANTE agpec canTa n BBogUTE
AAHHbIe TONbKO eC/In A0OMEH TOYHO CcoBNaaaeT ¢ OpnLUMNaIbHbIM
Ha3BaHMEM CanTa.



OTBeTbl Ha NonNynApHble BONPOCHI

fl ctan cBupgeTenem mowleHHMYecTsa. Yto genatb?

Hannwwute no agpecy fraud@sberbank.ru, ecnmn ctanm ceaugetenem
Ntob0oM MOLWEHHUYECKOM AeATENbHOCTN, HaNnpUMep:

€C/In Bbl 0OHAPYXMAN CAUT C COMHUTENIbHBIMU PUHAHCOBbLIMM
NpeasioKeHUAMM,

rAe MOLWEHHWKM CKpbiBatoTca noa 6penagom CbepbaHka u BBOAAT B
336y aeHne noTpebutenewn;

ecnm Bam npuwno nogo3putenbsHoe CMC coobueHune, akobbl oT 6aHKa,
0 NpoBeAeHUn onepaunm n TpeboBaHMEeM NO3BOHUTD;

€C/1M BaM 3BOHW/IN MOLIEHHMKN U NbITAaNNUCh NOJIY4NUTb NEPCOHANbHbIE
[AHHbIE;

€C/M Bbl MNOAYYU/IM COMHUTENBbHOE NMUCbMO, BO3MOKHO coaeprKallee
BMPYC MU CCbINIKY HA UCTOYHUK PacnpoCTpaHeHnsa BUPYCa;

€C/1M BaM U3BECTHbl HOMepa KapT, UCNO/Ib3yEMble MOLIEHHMKAMM ANs
XULWEHNA AeHer;

€C/IN Bbl 0OHAPYKUNM YA3BMMOCTb Ha OAHOM U3 NYB/IMYHbIX OHNAMH-
cepsucoB CbepbaHKa: CbepbaHk OHnanH, CbepbaHk busHec OHNanH
caut sberbank.ru v gpyrux.



NMonynAapHble BONpOCHbI

Bcé o kubepbesonacHocTH

& CBEPBAHK

OTtBeTbl Ha nonynApHbIe BONPOCHI

fl noTepAan cBolo 6aHKOBCKYIO KapTy. YTo mHe pgenatb?

Ecnu Bbl NOTEPANN KapTy UM NOA03PEBAETE, YTO Ball CYET aTaKytoT
MOLUEHHWKK, CPOYHO €€ 3abnokupymTe. A 3Toro Nno3BoHUTE B
KOHTaKTHbIN LeHTp CbepbaHka Ha Homep 900 c mobunbHoro TenedoHa.
Nnn 3anaute B MHTEPHET-6aHK MK mobunbHoe npunoxkeHne CoepbaHK
OHNalH — HagMTe HYXKHYIO KapTy U HaxkmuTe «3abnoKnpoBaTb»
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CBEPBAHK

Beeraa pajom

bnaropapum 3a



